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Where do we start?



The four key questions

Viewing Sharing ChattingFriending



App Icons



Decoy Apps



Understanding Apps





PEGI content descriptors 



App store ratings



Google age ratings



Social Media



Snapchat

• ‘Snap Map’ feature allows others to view your 

exact location.

• Recent update calculates how long it will take to 

drive to that destination. 

• Can be disabled by using ‘Ghost Mode’ or 

turning off the location sharing in the phone 

settings. 



What is ‘Money Muling’?



Consequences of ‘Money Muling’

Contributes to…

• Money Laundering
• Human trafficking, Drug Cartels and Modern Slavery 

As a result they may…

• Have a bank account closed 
• Be added to Fraud database
• Have difficulty opening another account 
• Find it hard to get a job, as you can’t get on payroll 
• Not be able to access credit

• 14 years imprisonment!



Sexting

• Definition: 

• The action or practice of sending sexually explicit photographs or 
messages via mobile phone.

• 17% of children aged 15 and over have sent a nude or sexual photo 
of themselves

• The Law behind sexting:

– A young person is breaking the law if they:

• Take/make/share an indecent photo or video of themselves or 
a friend

• Possess, download or store an indecent image or video of a 
child



Sextortion and Revenge Porn



Sextortion Advice



VR Headsets



Mitigating the threat



Creating a safe space and open environment



The Internet

Give me the IP Address 

for 

“HotStuffDating.com”

All the main network 

providers allow you to 

set up a degree of 

Parental Control.



The Internet
Give me the IP Address 

for 

“HotStuffDating.com”

Circumventing controls from your 

broadband provider is as simple as 

using mobile data rather than your 

home network.

Remember to include mobile network 

providers in parental controls.



Use a safe search engine



Search Engine Filtering

• Settings can be changed in search engines to allow for safe 

search results.

Google Bing



Settings within apps

• Set up privacy controls within the app or 

game itself.

• This can stop people finding out locations, 

user details, profile photos as well as 

preventing messaging. 

• Many apps also offer the ability to block or 

mute other users. 



Monitoring Apps



TikTok 



Instagram and Facebook



YouTube



Fortnite – Epic Games Store



Roblox



Cyber Awareness



What makes a strong password?

• Add complexity

• 3 random words

• For example: 

• WaterPhilosopy7Zebra

• MfcwaBffaihif 3y

• Password policies 

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwip2cfa1u7cAhUKqxoKHcwqA6YQjRx6BAgBEAU&url=https%3A%2F%2Fwww.123rf.com%2Fphoto_31358900_stock-vector-collection-of-cute-children-s-drawings-of-kids-animals-nature-objects.html&psig=AOvVaw36lTvF8JLpWmOft7a7ql1R&ust=1534409333377660


How do we remember them all?



What about if someone knows the password?

Two-Step Verification 

(2SV)



Resources



Cyber Sprinters for kids



Social Media Checklist

swgfl.org.uk/resources/checklists/



National Cyber Security Centre (NCSC)



Cyber Aware



Internet Matters

www.internetmatters.org/resources/esafety-leaflets-resources/



Digital Parenting by Vodafone

www.vodafone.co.uk/news

centre/app/uploads/2021/1

0/digital-parenting-7.pdf



UK Safer Internet Centre

saferinternet.org.uk/



Common Sense Media



A few more resources… 

• www.how-to-geek.com 

• www.lifewire.com 

• www.getsafeonline.org



Action Fraud

Action Fraud – UK’s national reporting centre for fraud and cybercrime 
where you should report fraud if you have been scammed, defrauded or 
experienced cyber crime in the UK - www.actionfraud.police.uk

http://www.actionfraud.police.uk/


Thank you for listening

CyberProtect@avonandsomerset.police.uk
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